
Through the 
EDR Lens
Taking a look at what an 
EDR actually sees…
// SteelCon 2023



whoami
Brandon McGrath

Targeted Operations @ TrustedSec

Dev @ pre.empt.blog

https://twitter.com/__mez0__

https://github.com/mez-0



Goal

Setup some common telemetry sources

Review the information returned

Map the detection strategies

Talk about an example methodology



Goal

Not demoing bypasses for Twitter



Define:EDR



EDR - What?

CrowdStrike: What is Endpoint Detection and Response

https://www.crowdstrike.com/cybersecurity-101/endpoint-security/endpoint-detection-and-response-edr/


Methodology



The EDRs Job
Observe OS 

Activity

Orient with 
the 

information

Decide if its 
good or bad?

Act on that 
decision



OODA

Observe

Orient

Decide

Act

EDR Evasion and OODA Loops

https://www.youtube.com/watch?v=NWEpE6_iAvE


OODA – John Boyd

The idea is that an entity can process this cycle quickly, observing and reacting to unfolding 
events more rapidly than an opponent, can thereby "get inside" the opponent's decision cycle 
and gain the advantage – John Boyd



EDR - OODA

Observe Orient



EDR - OODA



Observe



EDR – OODA (Observe)
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EDR – OODA (Orient 1)
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Telemetry Sources



Overview

Userland DLL

Callstack Analysis

Kernel Callbacks



Userland DLL – Why?
Easy to apply hooks

Can assess functionality as the process goes

Instrumentation

Stability

General enrichment



Userland DLL – Examples



Implementing Hooks



Function Hooking - wtf



Function Hooking



Userland DLL – Examples



Function Hooking



The Log



Process Instrumentation



Process Instrumentation

Detecting Manual Syscalls from User Mode

https://winternl.com/detecting-manual-syscalls-from-user-mode/


Process Instrumentation



Process Instrumentation



Process Instrumentation



Process Instrumentation



Callstack Analysis



Callstack Analysis - Example



Callstack Analysis - Example



Callstack Analysis - Detect



Callstack Analysis - Detect



Callstack Analysis - Detect



Callstack Analysis - Detect



Callstack Analysis - Detect



Kernel 
Callbacks



PsSetCreateProcessNotifyRoutineEx

PsSetCreateThreadNotifyRoutine

The Callbacks



PsSetCreateProcessNotifyRoutineEx



PsSetCreateProcessNotifyRoutineEx
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PsSetCreateProcessNotifyRoutineEx



PsSetCreateProcessNotifyRoutineEx



PsSetCreateProcessNotifyRoutineEx



PsSetCreateProcessNotifyRoutineEx



PsSetCreateProcessNotifyRoutineEx



PsSetCreateThreadNotifyRoutine



PsSetCreateThreadNotifyRoutine



PsSetCreateThreadNotifyRoutine



PsSetCreateThreadNotifyRoutine



PsSetCreateThreadNotifyRoutine



All4One



All4One



Final note

Understanding telemetry life cycle > new hotness

As AI/ML usage increases, simple bypasses like SysCalls from a few years ago…

Go/Rust/Nim/stuff work right now because of low data points



Thanks!
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